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$EVWUDFW
$QGURLG LV WKHZRUOG¶VPRVW SRSXODU DQG WKH ODUJHVW LQVWDOOHG EDVH RI DQ\PRELOH SODWIRUP ,W KDV JDLQHG KXJH SRSXODULW\
DPRQJ6PDUWSKRQHVDQGLVJURZLQJYHU\IDVWEHFDXVHLWJLYHVLWVXVHUVDZRUOGFODVVSODWIRUPIRUFUHDWLQJDSSVDQGJDPHVDQG
DOORZVWKHPWREHGLVWULEXWHGLQVWDQWO\6HFRQGO\LWDOVRRIIHUVDPSOHIUHHWKLUGSDUW\DSSOLFDWLRQVWREHGRZQORDGHGDQGLQVWDOOHG
IURP*RRJOH3OD\WKHSUHPLHUPDUNHWSODFHIRUVHOOLQJDQGGLVWULEXWLQJ$QGURLGDSSV$QGURLGRSHQQHVVKDVPDGHLWDIDYRXULWH
IRUXVHUVDQGGHYHORSHUVDOLNH0DQ\DSSVDUHJHWWLQJGRZQORDGHGE\WKHXVHUIURPSOD\VWRUHHYHU\PRQWK+RZHYHUGXHWRWKLV
WKH QXPEHU RI KDUPIXO DSSV LQ WKH IRUP RIPDOZDUHV JHWWLQJ GRZQORDGHG DUH DOVR LQFUHDVLQJ 7KHVHPDOZDUHV SHUIRUPV WKH
YDULRXV DFWLYLWLHV EHKLQG WKH VFHQH VXFK DV VWHDOLQJ YDULRXV VHQVLWLYH LQIRUPDWLRQ RI WKH XVHUV DQG VLJQLQJ XS YLFWLPV WR
VXEVFULSWLRQVHUYLFHV$VDUHVXOWRIWKLVXVHUVDUHJHWWLQJDIIHFWHGDQGWKHLUSULYDF\JHWVFRPSURPLVHG$VGHYHORSHUVDUHDOVR
IUHHWRGHYHORSDQGSXEOLVKWKHLURZQFUHDWLRQLQDSOD\VWRUHZLWKRXWXQGHUJRLQJDQ\VFUXWLQ\RIWKHLUDSSVWKH\WHQGWRWDNHWKH
DGYDQWDJHRIXVHU¶VLQDELOLW\WRDQDO\]HWKHULVNRIVXFKDSSV
7KLV SDSHU SURSRVHV D V\VWHP ZKLFK ZRXOG KHOS WKH XVHUV LQ DQDO\VLQJ DQG UHPRYLQJ VXFK KDUPIXO DSSV DQG WKHUHE\
SURWHFWLQJ WKHLU VHFXULW\DQGSULYDF\7KLV LV DFKLHYHGE\DQDO\VLQJ WKHYDULRXVSHUPLVVLRQVXVHGE\DQDSSOLFDWLRQ WKDW LW KDV
UHTXHVWHGGXULQJ LQVWDOODWLRQ7KHRYHUDOOSURFHVVRIDQDO\VLQJDSSV LVGRQHXVLQJFOXVWHULQJDQGFODVVLILFDWLRQ WHFKQLTXHV7KH
PDMRUREMHFWLYHRIWKHSURSRVHGV\VWHPLVWRGHWHFWDQGUHPRYHWKHPDOZDUHVWKDWDUHSUHVHQWLQWKHXVHU¶V$QGURLGGHYLFH

7KH$XWKRUV3XEOLVKHGE\(OVHYLHU%9
3HHUUHYLHZXQGHUUHVSRQVLELOLW\RIVFLHQWLILFFRPPLWWHHRI,QWHUQDWLRQDO&RQIHUHQFHRQ$GYDQFHG&RPSXWLQJ7HFKQRORJLHVDQG
$SSOLFDWLRQV,&$&7$
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,QWURGXFWLRQ
$QGURLGLVEXLOWRQRSHQ/LQX[.HUQHO6LQFHLW LVDQRSHQVRXUFHLWJLYHVWKHRSSRUWXQLW\WRWKHGHYHORSHUVWR
FRPH XS ZLWK WKHLU RZQ WHFKQRORJLFDO DGYDQFHPHQWV $QGURLG KDV RQOLQH PDUNHW IRU VRIWZDUH VWRUH ,W DOORZV
$QGURLGXVHUVWRVHOHFWDQGGRZQORDGWKLUGSDUW\DSSOLFDWLRQVSURYLGHGE\WKHGHYHORSHUVRQWKHPDUNHW$QGURLGKDV
VHFXULW\IHDWXUHVEXLOWLQWRLWVRSHUDWLQJV\VWHPFDOOHGDVSHUPLVVLRQPRGHO$QGURLGSHUPLVVLRQVDUHQRWKLQJEXWWKH
ULJKWVJLYHQWRWKHDSSOLFDWLRQVWRDOORZWKHPWRGRFHUWDLQWDVNVOLNHVHQGUHFHLYH606WDNHSLFWXUHVXVHWKH*36RU
PDNHSKRQHFDOOVHWF7KLVSHUPLVVLRQPRGHO WULHV WRUHVWULFWDQDFFHVVWR WKHV\VWHPVRUXVHU¶V LQIRUPDWLRQEXW LW
QHYHUWKHOHVVSURYLGHVDZD\ WRXVHRQO\FHUWDLQDOORZHGSHUPLVVLRQDFFRUGLQJ WRXVHU$XVHUZKLOH LQVWDOOLQJDQ\
DSSOLFDWLRQLQ$QGURLGSKRQHLVILUVWSUHVHQWHGZLWKWKHOLVWRIDOOSHUPLVVLRQVUHTXLUHGE\LWDIWHUZKLFKDXVHUHLWKHU
KDV WRJUDQWDOO WKHSHUPLVVLRQVRU UHMHFW LW ,IDXVHUGRHVQ¶WJUDQW WKHVHSHUPLVVLRQV LWZLOO UHVXOW LQVWRSSLQJ WKH
LQVWDOODWLRQ7KXVLQRUGHUWRLQVWDOODQGXVHDQDSSOLFDWLRQXVHUKDVWRJUDQWDOOWKHSHUPLVVLRQVWKDWDQDSSOLFDWLRQ
QHHGVDQGWKHQWKHLQVWDOOHGDSSOLFDWLRQUXQVXQGHUWKHJUDQWHGSHUPLVVLRQV
$ XVHUZKRZLVKHV WR LQVWDOO DQG XVH DQ\ DSSOLFDWLRQ GRHVQ¶W XQGHUVWDQG WKH VLJQLILFDQFH DQGPHDQLQJ RI WKH
SHUPLVVLRQVUHTXHVWHGE\DQDSSOLFDWLRQDQGWKHUHE\VLPSO\JUDQWVDOOWKHSHUPLVVLRQVDVDUHVXOWRIZKLFKKDUPIXO
DSSOLFDWLRQVDOVRJHWLQVWDOOHGDQGSHUIRUPWKHLUPDOLFLRXVDFWLYLW\EHKLQGWKHVFHQH7KHXVHU¶VLQDELOLW\RIDQDO\]LQJ
WKHULVNRIDQ\DSSOLFDWLRQUHVXOWVLQFRPSURPLVHGVHFXULW\DQGSULYDF\
,Q WKLVZRUNZHSURSRVHDV\VWHPWRSURWHFW$QGURLGXVHU¶V IURPPDOLFLRXVDSSOLFDWLRQV7KHSURSRVHGV\VWHP
ILUVWDSSOLHVDNPHDQVFOXVWHULQJDOJRULWKPRQWKHSHUPLVVLRQVRILQVWDOOHGDSSOLFDWLRQVWRFDWHJRUL]HWKHPLQWRRQH
RI WKRVHPDOLFLRXV DSSOLFDWLRQV DQG WKHQ D QDwYH %D\HVLDQ FODVVLILFDWLRQ DOJRULWKP LV XVHG WR DFFXUDWHO\ FODVVLI\
ZKHWKHUDQDSSOLFDWLRQLVEHQLJQRUDPDOLFLRXVRQH7KHV\VWHPUHGXFHVWKHXVHU¶VEXUGHQRIDQDO\]LQJWKHULVNRI
DSSOLFDWLRQVDQGDOVRDVVLVWVWKHPLQPDNLQJWKHGHFLVLRQRIUHPRYLQJDQDSSOLFDWLRQWKDWLVKDUPIXO
7KH UHVW RI WKLV SDSHU LV RUJDQL]HG DV IROORZV 6HFWLRQ  SURYLGHV VRPH UHODWHGZRUN 6HFWLRQ  GHVFULEHV WKH
SURSRVHGV\VWHPLQGHWDLO6HFWLRQGLVFXVVHVLQEULHIDERXWWKHLPSOHPHQWDWLRQ,Q6HFWLRQVDQGZHGLVFXVVWKH
UHVXOWV RI RXU LPSOHPHQWDWLRQ DQG DOVR JLYH D FRPSDUDWLYH VWXG\ RI RXU SURSRVHG V\VWHPZLWK H[LVWLQJ DQWLYLUXV
V\VWHPV:HFRQFOXGHLQ6HFWLRQZLWKIXWXUHVFRSH
5HODWHGZRUN
7DND\XNLHWDOKDYHSURSRVHGDV\VWHPWKDWDVVHVVHVDQGSUHVHQWVWKHULVNOHYHORIDQ$QGURLGDSSOLFDWLRQWRWKH
XVHUDWWKHWLPHRILQVWDOOLQJWKHDSSOLFDWLRQ>@7KHULVNDVVHVVPHQWLQYROYHVWKHIROORZLQJWZRSDUDPHWHUWKH
QXPEHU RI GRZQORDGV DQG XVHU UDWLQJ RU UHYLHZ IURP WKH $QGURLG PDUNHW  WKH DQDO\VHV RI FRPELQDWLRQV RI
SHUPLVVLRQVIRUPDOLFLRXVDSSOLFDWLRQV,QLWLDOO\DUXOHVHWLVPDGHWRGHFLGHZKHWKHUWKHFRPELQDWLRQRISHUPLVVLRQV
DUHPDOLFLRXV7KHV\VWHPWKHQUHDGVWKHSHUPLVVLRQ¶VFRPELQDWLRQVRIWKHDSSOLFDWLRQVXSRQLWVLQVWDOODWLRQDQGWKHQ
LW VHDUFKHV WKRVH SHUPLVVLRQ¶V FRPELQDWLRQV LQ WKH SUHGHILQHG UXOH VHW WR GLVWLQJXLVK WKH PDOZDUHV IURP EHQLJQ
DSSOLFDWLRQV ,Q RUGHU WR FDOFXODWH ULVN WKH V\VWHP UHWULHYHV WKH QXPEHU RI GRZQORDGV DQG XVHU UDWLQJ IURP WKH
$QGURLGPDUNHW7KH V\VWHPDVVLJQVDEDVHYDOXH IURP WRSHUPLVVLRQ¶V FRPELQDWLRQVDQGZHLJKWV WR WKHXVHU
UDWLQJV DQG GRZQORDGV 7KHZHLJKWV DUH DVVLJQHG GHSHQGLQJ XSRQ WKH QXPEHU RI XVHU UDWLQJV DQG GRZQORDGV WR
FDOFXODWHWKHULVNOHYHO7KHV\VWHPWKHQSUHVHQWVWKHULVNLQIRUPDWLRQRIWKHDSSOLFDWLRQVWRWKHXVHUXVLQJYDULRXV
FRORUV DV ULVN LQGLFDWRUV DQG ILQDOO\ WKH XVHU GHFLGHV ZKHWKHU WR GHOHWH LW RU QRW EDVHG RQ WKH SUHVHQWHG ULVN¶V
LQIRUPDWLRQ
6XOHLPDQ<HWDOKDYHSUHVHQWHGDQHIIHFWLYHDSSURDFKWRDOOHYLDWHWKHSUREOHPRIGHWHFWLQJPDOLFLRXVDSSEDVHG
RQ%D\HVLDQFODVVLILFDWLRQPRGHOVREWDLQHGIURPVWDWLFFRGHDQDO\VLV>@7KHPRGHOVDUHEXLOWIURPDFROOHFWLRQRI
FRGH DQG DSS FKDUDFWHULVWLFV WKDW SURYLGH LQGLFDWRUV RI SRWHQWLDO PDOLFLRXV DFWLYLWLHV ,Q WKLV ZRUN WKH GHWHFWLRQ
VWUDWHJ\ OHYHUDJHV WKHDSSOLFDWLRQV¶UHOLDQFHRQ WKHSODWIRUP$3,VDQG WKHLUVWUXFWXUHGSDFNDJLQJ WRH[WUDFWFHUWDLQ
SURSHUWLHVWKDWFRXOGVHUYHDVLQGLFDWRUVRIVXVSLFLRXVDFWLYLW\VXFKDVLQWHQWWRILOWUDWHVHQVLWLYHLQIRUPDWLRQODXQFK
D PDOLFLRXV SD\ORDG DW UXQWLPH RU SUHVHQFH RI HPEHGGHG VHFRQGDU\ SD\ORDG LQ WKH H[WHUQDO IROGHUV HWF 7KHVH
SURSHUWLHV WKHQ IRUPWKHEDVLV IRU%D\HVLDQFODVVLILHUZKLFK LVXVHG WRGHWHUPLQHZKHWKHUDJLYHQ$QGURLGDSS LV
KDUPOHVVRU VXVSLFLRXV ,QRUGHU WRREWDLQ WKH IHDWXUH VHWV IRUEXLOGLQJ WKH%D\HVLDQPRGHO D -DYDEDVHG$QGURLG
SDFNDJHSURILOLQJWRROIRUDXWRPDWHGUHYHUVHHQJLQHHULQJRIWKH$3.ILOHVLVLPSOHPHQWHG$IWHUUHYHUVHHQJLQHHULQJ
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DQ$3.DVHWRIGHWHFWRUVDUHDSSOLHGZLWKLQWKH-DYDEDVHG$3.DQDO\]HUWRFKHFNIRUSURSHUWLHVZKLFKDUHWKHQ
PDSSHGLQWRIHDWXUHYHFWRUVIRUWKH%D\HVLDQFODVVLILHU
$JHPDWVX + HW DO KDYH LQWURGXFHG D V\VWHP WKDW UHTXLUHV FRRUGLQDWLRQ LQ EHWZHHQ $QGURLG 26 DSSOLFDWLRQ
GHYHORSHUV DQG WKHPDUNHWPDQDJHU >@7KHSURSRVHG V\VWHP FRQVLVWV RI WKUHHPDLQ HQWLWLHV RUPRGXOHV VXFK DV
VHFXULW\PDQDJHUHYHQWQRWLILFDWLRQDQGPDUNHWPDQDJHU$VHFXULW\PDQDJHULVEXLOGLQVLGH$QGURLG26DQGLWXVHV
D GHGLFDWHG$3, WR FUHDWH D NQRZOHGJH GDWDEDVHZKLFK LW FRXOG XVH WR MXGJHPDOLFLRXV EHKDYLRXU 7KLV UHTXLUHV
DSSOLFDWLRQGHYHORSHUVWRLQVHUWDQHYHQWQRWLILFDWLRQFRGHLQWRWKHLUDSSOLFDWLRQVZKLFKZRXOGLQIRUPHYHU\HYHQWWR
WKHVHFXULW\PDQDJHUZKHQHYHUDQDSSOLFDWLRQODXQFKHVDVHFXULW\UHODWHGHYHQWV,IWKHVHFXULW\PDQDJHUILQGVDQ\
DSSOLFDWLRQZLWKRXWDQHYHQWQRWLILFDWLRQFRGHLWVHQGVWKHQRWLILFDWLRQWRWKHPDUNHWPDQDJHUWKDWUHVLGHVDW$QGURLG
PDUNHWSODFH7KHPDUNHWPDQDJHUWKHQUHPRYHDOOVXFKDSSOLFDWLRQVWKDWGRQ¶WLQFOXGHWKHHYHQWQRWLILFDWLRQFRGH
*KRUEDQLDQ0HWDOKDYHSURSRVHGDKRVWEDVHGLQWUXVLRQGHWHFWLRQPRGHO>@ LQZKLFKWKH/RJ)LOHVDUHILUVW
LQVHUWHGE\ORJFDWFRPPDQGWKURXJK$QGURLGORJJLQJV\VWHPDQGDUHJLYHQWRWKH$QDO\]LQJPRGXOH7KH$QDO\]LQJ
PRGXOHWKHQLQYRNHVWKHPDWFKLQJHQJLQHWRGHWHFWLQWUXVLRQV7KHPDWFKLQJHQJLQHSHUIRUPVWKHSDWWHUQPDWFKLQJ
ZLWKWKHPDOLFLRXVUXOHVHWWKDWLVGHVLJQHGWRGLVWLQJXLVKPDOZDUHVIURPEHQLJQDSSV$WWKHODVWVWHSWKHPDWFKLQJ
UHVXOWVDUHVHQWWR2XWSXW&RQWURO0RGXOHZKLFKJLYHVDQDOHUWDVZHOODVUHFRUGWKHORJVLQWRWKH6WRUDJHRUGDWDEDVH
'RQJ-LH :X HW DO KDYH LPSOHPHQWHG D V\VWHP FDOOHG 'URLG0DW WR SURYLGH D VWDWLF DQDO\VLV SDUDGLJP IRU
GHWHFWLQJWKH$QGURLGPDOZDUH>@$VDSDUWRIVWDWLFDQDO\VLVWKHV\VWHPH[WUDFWWKHYDULRXVLQIRUPDWLRQVXFKDV
SHUPLVVLRQV GHSOR\PHQW RI FRPSRQHQWV ,QWHQW PHVVDJHV SDVVLQJ DQG $3, FDOOV IRU FKDUDFWHUL]LQJ WKH $QGURLG
DSSOLFDWLRQVEHKDYLRU ,W WKHQDSSOLHV.PHDQVDOJRULWKPWKDWHQKDQFHV WKHPDOZDUHPRGHOLQJFDSDELOLW\DQGXVHV
N11DOJRULWKPWRFODVVLI\WKHDSSOLFDWLRQDVEHQLJQRUPDOLFLRXVDVDSDUWRIIXQFWLRQDOEHKDYLRUUHFRJQLWLRQ
:HL7DQJHWDOSURSRVHGDQLGHDRI6HFXULW\'LVWDQFH6'PRGHOWRPLWLJDWHPDOZDUH>@$6'LVWKHGLIIHUHQFH
LQEHWZHHQSHUPLVVLRQDQGSHUPLVVLRQFRPELQDWLRQVZLWKVHFXULW\SUREOHPV6'LVDILJXUHWKDWUHSUHVHQWVWKHULVN
OHYHO RI SHUPLVVLRQ SDLUV DQG 6' UXOHV GHILQHV KRZ WR GHWHUPLQH 6' RI FHUWDLQ SHUPLVVLRQ SDLUV $ SHUPLVVLRQ
FRPELQDWLRQVZLWK6' WKDW KDVKLJK WKUHDW SRLQW LQGLFDWHV WKDW DQ DSSOLFDWLRQVPD\SRVH DELJJHVW VHFXULW\ WKUHDW
ZKHUHDVSHUPLVVLRQSDLUVWKDWKDYH6'ZLWKORZWKUHDWSRLQWLQGLFDWHVLW¶VDVDIHDSSOLFDWLRQ
+DPDQGL.HWDOKDYHGHPRQVWUDWHGWKHZRUNLQJRI606PDOZDUHDQGSURSRVHGWKHLUPLWLJDWLRQ>@7KH\KDYH
VWXGLHGDQGLGHQWLILHGYDULRXVVROXWLRQVWRSUHYHQWWKLVNLQGRIPDOZDUH7KH\VXJJHVWHGWKHSUDFWLFDOVROXWLRQVVXFK
DVWKHXVHUPXVWDOZD\VEHQRWLILHGRIWKHUHFHLSWRIWKHPHVVDJHDVFHUWDLQ606PDOZDUHVKLGHVQRWLILFDWLRQV$SDUW
IURPWKLVDSSOLFDWLRQPXVWDOVREHSUHYHQWHGIURPUHFHLYLQJFHUWDLQ606HVE\VHWWLQJLWVRZQSULRULWLHVDQGWKHXVHU
PXVWJUDQWH[SOLFLWSHUPLVVLRQVIRUHYHU\606LHSHUPLVVLRQVPXVWEHPRGLILHGGXULQJUXQWLPH
+7KDQKKDVGLVFXVVHGYDULRXV$QGURLGPDOZDUH¶V IDPLOLHV DQGPHWKRG WR DQDO\VHV WKHP >@7KH DXWKRUKDV
FROOHFWHG VRPH VDPSOHV RI PDOZDUHV WKDW EHORQJV WR GLIIHUHQW IDPLOLHV DQG XVHG YDULRXV WRRO VXFK DV VPDOL
EDVNVPDOLHWFLQRUGHUWRSHUIRUPUHYHUVHHQJLQHHULQJRIDQDSNILOHWRDQDO\VHVWKHPDOZDUHVDPSOHV7KHDXWKRU
KDVDOVRSUHVHQWHGWKHGHWHFWLRQUHVXOWVRIYDULRXVDQWLYLUXVVRIWZDUHDQGVXJJHVWHGVRPHSUHYHQWLYHPHDVXUHVZKLFK
ZRXOGKHOSWKHRUGLQDU\XVHUVWRLGHQWLI\WKHPDOZDUHV
+HORLVH HW DO KDYH LGHQWLILHG YDULRXV WUHQGV DQG FKDUDFWHULVWLFV RI $QGURLG ERWQHWV ZKLFK ZRXOG KHOS LQ
XQGHUVWDQGLQJWKHERWQHW¶VDFWLYLWLHVDVZHOODVGLVFRYHU\RI$QGURLGERW>@7KHIROORZLQJDUHWKHLGHQWLILHGQRWDEOH
FKDUDFWHULVWLFV RI WKH ERWQHWV VXFK DV 5HSDFNDJHG $SSOLFDWLRQV 5HFHLYLQJ &RPPDQGV 0HVVDJLQJ 6WHDO
,QIRUPDWLRQ 7KLUG 3DUW\ $SSOLFDWLRQ 0DUNHWV $GGLWLRQDO &RQWHQW 'RZQORDG DQG $QGURLG0DQLIHVW[PO )LOH
)HDWXUHVDQG3HUPLVVLRQV7KHYDULRXVWUHQGVRIWKH$QGURLGERWQHWWKDWZDVLGHQWLILHGDUH6067URMDQURRWH[SORLWV
DQGUHFHLYLQJERWFRPPDQGVIURPUHPRWHVHUYHU+HQFHWKLVOLWHUDWXUHZDVVWXGLHGIURPDVHFXULW\SRLQWRIYLHZDVLW
LVLPSRUWDQWWRXQGHUVWDQGWKHXQGHUO\LQJVWUXFWXUHDQGZRUNLQJRI$QGURLGERWQHWV
.LULQ>@DSSOLHVOLJKWZHLJKWFHUWLILFDWLRQDWLQVWDOOWLPHWKURXJKLWVRZQVHFXULW\UXOHV7KHVHFXULW\UXOHVWKDWLW
XVHVDUHGHVLJQHGWRPDWFKZLWKPDOLFLRXVSURSHUWLHVRIPDOZDUHVDQGWKHUXOHVDUHIRUPHGWKURXJKWKHFRPELQDWLRQV
RI SHUPLVVLRQV RU WKH DFWLRQV XVHG E\ WKH PDOZDUHV .LULQ EORFNV DOO VXFK DSSV WKDW GHFODUH ULVN\ SHUPLVVLRQ
FRPELQDWLRQVRUFRQWDLQDQ\VXVSLFLRXVDFWLRQXVHGE\DFWLYLWLHVVHUYLFHVRUEURDGFDVWUHFHLYHUV&URZGURLG>@LVD
PDFKLQH OHDUQLQJEDVHG IUDPHZRUN WKDW UHFRJQL]HV 7URMDQOLNH PDOZDUH RQ $QGURLG VPDUW SKRQHV ,W KDV EHHQ
GHVLJQHGE\NHHSLQJ WKHIDFW LQPLQG WKDWDJHQXLQHDSSOLFDWLRQGLIIHUVIURPLWV WURMDQL]HGYHUVLRQ LQ WHUPVRI WKH
W\SHVDQGQXPEHURIV\VWHPFDOOVWKDWWKH\LVVXHG&URZGURLGLVDOLJKWZHLJKWFOLHQWDSSOLFDWLRQWKDWPRQLWRUVV\VWHP
FDOOV LQYRNHGE\ WKH WDUJHWPRELOHDSSOLFDWLRQSUHSURFHVVHV WKHFDOOVDQGVHQGV WKHPWRFORXGZKHUHDFOXVWHULQJ
WHFKQLTXHKHOSVGHWHUPLQHZKHWKHUWKHDSSOLFDWLRQLVPDOLFLRXV
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0$'$0>@D0XOWL/HYHO$QRPDO\'HWHFWRUIRU$QGURLG0DOZDUHXVHVIHDWXUHV WRGHWHFWDQGURLGPDOZDUH
IRUERWKNHUQHOOHYHODQGXVHUOHYHO0$'$0KDVEHHQWHVWHGRQUHDOPDOZDUHIRXQGLQWKHZLOGDQGXVHVDJOREDO
PRQLWRULQJDSSURDFKWKDWLVDEOHWRGHWHFWPDOZDUHFRQWDLQHGLQXQNQRZQDSSOLFDWLRQVLHQRWSUHYLRXVO\FODVVLILHG
0RQLWRUV6PDUWSKRQH¶VWRH[WUDFWIHDWXUHVWKDWFDQEHXVHGLQDPDFKLQHOHDUQLQJDOJRULWKPWRGHWHFWDQRPDOLHV
3URSRVHG6\VWHP
7KH SURSRVHG V\VWHP LV FDOOHG DV µ$QGURLG $SSOLFDWLRQ $QDO\]HU¶ EHFDXVH LW DQDO\]HV WKH LQVWDOOHG DSSV DQG
GHWHUPLQHVZKHWKHULW LVKDUPIXORUQRW$Q$QGURLG$SSOLFDWLRQ$QDO\]HU$$$LVDVHFXUHV\VWHPZKLFKKHOSV
WKHXVHU LQGHWHUPLQLQJZKLFKDSSVDUHKDUPIXO DQGQHHGV WREH UHPRYHG7KHDQDO\VLVRI WKHDSSOLFDWLRQVEHLQJ
KDUPIXOLVGRQHEDVHGRQWKHSHUPLVVLRQVRILQVWDOOHGDSSOLFDWLRQVDQGKHQFHLWUHGXFHVWKHEXUGHQRIDQDO\]LQJDQG
XQGHUVWDQGLQJWKHULVNVLQYROYHGGXHWRWKRVHKDUPIXOSHUPLVVLRQVRQWKHXVHU7KHSURSRVHGV\VWHPDOVRSURYLGHVD
XVHUZLWKDQRSWLRQWRUHPRYHWKRVHDSSVFRPSOHWHO\IURPWKHSKRQH,QWKLVZD\LWSURWHFWVWKHXVHUDQGSURYLGHVD
VHFXULW\WR$QGURLGSKRQH
7KH )LJ GHVFULEHV WKH V\VWHP¶V DUFKLWHFWXUH IRU $QGURLG$SSOLFDWLRQ$QDO\]HU ZKLFK FRQVLVWV RI RQH DFWRU
LQYROYHG WKH XVHU DQG LW WDNHV LQSXW DV WKH OLVW RI LQVWDOOHG DSSOLFDWLRQV 7KH HQWLUH V\VWHP FRQVLVW RIPDMRU ILYH
PRGXOHVVXFKDVLGHQWLILFDWLRQRILQVWDOOHGDSSOLFDWLRQVSHUPLVVLRQH[WUDFWLRQFOXVWHULQJRINQRZQSHUPLVVLRQVLQWR
FDWHJRULHVFODVVLILFDWLRQRIEHQLJQDQGPDOLFLRXVDSSVDQGUHPRYDORIPDOLFLRXVDSSV

)LJ3URSRVHG6\VWHPIRU$QGURLG$SSOLFDWLRQ$QDO\]HU
3.1. Identification of Installed apps 
7KHILUVWVWHSLVWRLGHQWLI\WKHOLVWRILQVWDOOHGDSSVDQGWKHLQVWDOOHGDSSVDUHLGHQWLILHGXVLQJ3DFNDJH0DQDJHU
FODVVRI$QGURLG3DFNDJH0DQDJHUSURYLGHVPHWKRGVIRUTXHU\LQJDQGPDQLSXODWLQJLQVWDOOHGSDFNDJHV7KLVFODVV
FDQEHFDOOHGWKURXJKJHW3DFNDJH0DQDJHU
3.2. Permission Extraction 
7KLVPRGXOHH[WUDFWVWKHSHUPLVVLRQVRILQVWDOOHGDSSOLFDWLRQVDORQJZLWKWKHRWKHUUHOHYDQWLQIRUPDWLRQVXFKDV
DSS¶V QDPH SDFNDJH QDPH YHUVLRQ UHTXLUHG IHDWXUHV HWF WKDW FRXOG EH RI VLJQLILFDQW LPSRUWDQFH WR WKH XVHUV
3DFNDJH,QIRFODVV LVXVHG WRH[WUDFW WKHVH LQIRUPDWLRQDERXW WKHFRQWHQWVRIDSDFNDJH7KH LQIRUPDWLRQFROOHFWHG
WKURXJK3DFNDJH,QIRFODVVFRUUHVSRQGVWRDOOWKHLQIRUPDWLRQSUHVHQWLQ$QGURLG0DQLIHVW[PO
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3.3. Clustering of Permissions 
7KLVPRGXOHWDNHVLQSXWDVSHUPLVVLRQVRIHDFKDSSZKLFKZDVREWDLQHGIURPSHUPLVVLRQH[WUDFWLRQPRGXOHDQG
WKHQ DVVLJQV DQ DSS LQWR RQH RI WKHPDOLFLRXV SHUPLVVLRQ¶V FOXVWHUV RU VDIH SHUPLVVLRQ¶V FOXVWHU 7KH QXPEHU RI
PDOLFLRXVFOXVWHUVFUHDWHGLVEDVHGRQVRPHNQRZQIDPLOLHVRIPDOLFLRXVDSSV(YHU\FOXVWHUWKDWDUHFUHDWHGFRQVLVWV
RI WKH OLVW RI SHUPLVVLRQV UHSUHVHQWV RQH IDPLO\ RIPDOZDUH +HQFH HDFK FOXVWHU ZLOO EH KDYLQJ D VHW RI NQRZQ
KDUPIXOSHUPLVVLRQV

7KHNPHDQVDOJRULWKP>@LVXVHGIRUFOXVWHULQJDQGLWFRQVLVWVRIWKHIROORZLQJVWHSV
 3ODFH.SRLQWV LQWR WKH VSDFH UHSUHVHQWHGE\ WKHREMHFWV WKDW DUHEHLQJFOXVWHUHG7KHVHSRLQWV UHSUHVHQW
LQLWLDOJURXSFHQWURLGV
 $VVLJQHDFKREMHFWWRWKHJURXSWKDWKDVWKHFORVHVWFHQWURLG
 :KHQDOOREMHFWVKDYHEHHQDVVLJQHGUHFDOFXODWHWKHSRVLWLRQVRIWKH.FHQWURLGV
 5HSHDW6WHSVDQGXQWLOWKHFHQWURLGVQRORQJHUPRYH
7KHDOJRULWKPDLPVDWPLQLPL]LQJDQREMHFWLYHIXQFWLRQDVTXDUHGHUURUIXQFWLRQ7KHREMHFWLYHIXQFWLRQLVJLYHQ
EHORZ ZKHUH WKH WHUP LVDFKRVHQGLVWDQFHPHDVXUHEHWZHHQDGDWDSRLQW DQGWKHFOXVWHUFHQWHU 
LVDQLQGLFDWRURIWKHGLVWDQFHRIWKHnGDWDSRLQWVIURPWKHLUUHVSHFWLYHFOXVWHUFHQWHUV>@
 ¦¦
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
7KHNPHDQVDOJRULWKPDSSOLHGKHUHXVHVWKHSHUPLVVLRQVRIDSSOLFDWLRQDVLQSXWYHFWRUVZKHUHHDFKDSSOLFDWLRQ
LV UHSUHVHQWHGE\ LWV SHUPLVVLRQSDWWHUQ$FOXVWHUV&L LV QRWKLQJEXW WKH VHW RI SHUPLVVLRQVZKLFK DUH XVHGE\ D
SDUWLFXODUIDPLO\RIPDOZDUH+RZHYHUNPHDQVUHTXLUHVFHQWURLGWREHDQXPHULFYDOXH+HQFHHDFKSHUPLVVLRQVLV
DVVLJQHGZLWKDµG¶GLVWLQFWYDOXHVDQGWKHQWKHVHYDOXHVDUHVXPPHGWRIRUPWKHFHQWURLGµN¶RIDFOXVWHU&RQVLGHUD
IROORZLQJH[DPSOHZKHUH WKHJLYHQSHUPLVVLRQVDUHDVVXPHGWREHXVHGE\PDOZDUHDQGDUHXVHGIRUGHVLJQLQJD
VDPSOHFOXVWHU
&OXVWHU7H[W0HVVDJLQJ3HUPLVVLRQV
3HUPLVVLRQV6(1'B606 5(&(,9(B606 ,17(51(7 5($'B&217$&76 
&HQWURLGVXPRIDOOSHUPLVVLRQ¶VYDOXHVLHN  
,QWKLVZD\RWKHUGLIIHUHQWIDPLOLHVRIFOXVWHUVZLOOEHFUHDWHG7KHYDOXHRIHYHU\DSSVDQGLWVGLVWDQFHWRHYHU\
FOXVWHUV DUH FDOFXODWHG7KHPHWKRGXVHG IRU FDOFXODWLQJ WKHYDOXHRI DQ\ DSS LV VLPLODU WR WKDWRI FDOFXODWLQJ WKH
FHQWURLGRIDQ\FOXVWHU,IWKHGLVWDQFHLVRIDQDSSLVIRXQGWREHFORVHUWRDQ\RQHRIWKHFOXVWHU¶VFHQWURLGWKHQLWLV
DVVLJQHGWRWKDWSDUWLFXODUFOXVWHURUHOVHZLOOEHSXWLQDVDIHSHUPLVVLRQ¶VFOXVWHU
7KHREMHFWLYHRIFOXVWHULQJLVWRJURXSVLPLODUDSSOLFDWLRQVLQWRDSDUWLFXODUPDOLFLRXVFOXVWHUEDVHGRQWKHFORVHVW
GLVWDQFHRIDQDSSWRLWVFOXVWHU7KHUHVXOWRIFOXVWHULQJLVWKHOLVWRIDSSOLFDWLRQVZKLFKDUHPDOLFLRXVLQQDWXUH7KH
FOXVWHUVDQGLWVSHUPLVVLRQVDUHWKHQXVHGWRJHWKHUWRIRUPWKHDWWULEXWHVIRUFODVVLILFDWLRQ
3.4. Classification of Permission 
6LQFH FOXVWHULQJ FRXOG UHVXOW LQ EHQLJQ DSSEHLQJGHFODUHG DVPDOLFLRXV WKHUH LV D QHHG WR DFFXUDWHO\ FODVVLI\
ZKHWKHUDQDSSLVUHDOO\DEHQLJQRUPDOLFLRXVRQH,WLVDFKLHYHGXVLQJ1DwYH%D\HVLDQFODVVLILFDWLRQDOJRULWKP>@
ZKLFKFRQVLVWVRIWKHIROORZLQJVWHSV
%HJLQ
)RUDOOFODVVHVFL¼F F«FP
&RPSXWH3FL
)RUDOOIHDWXUHV[M¼[
&RPSXWH3[M_FL
(QGIRU
0XOWLSO\DOO3[M_FL¶V
z
j
j
i cx 
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&DOFXODWHILG 3FL3[M_FL
(QGIRU
$VVLJQGWRWKHFODVVHVRIPD[ILG«IPG
(QG
,Q RUGHU WR FDOFXODWH WKH SUREDELOLW\ RI DQ\ DSS EHLQJ PDOLFLRXV RU EHQLJQ D GDWDVHW KDV EHHQ FRQVWUXFWHG
FRQVLGHULQJWZRPDMRUDWWULEXWHVRIDSSOLFDWLRQVVXFKDVWKHFOXVWHUQXPEHUDQGWKHVHWRISHUPLVVLRQ¶VFRPELQDWLRQV
RFFXUULQJLQDSDUWLFXODUFOXVWHU(DFKSRVVLEOHSHUPLVVLRQ¶VFRPELQDWLRQKDVEHHQDVVLJQHGWRRQHRIWKHWZRFODVVHV
VXFK DV µPDOLFLRXV¶ DQG µEHQLJQ¶ FRQVLGHULQJ LWV EHKDYLRXU ,I DQ LQFRPLQJ DSS LV UHTXHVWLQJ D SHUPLVVLRQ WKDW
PDWFKHVZLWKWKHSHUPLVVLRQVGHFODUHGLQDGDWDVHWWKHQLWVFRUUHVSRQGLQJSUREDELOLW\RIEHLQJEHQLJQDQGPDOLFLRXV
DUHFDOFXODWHG,IWKHSUREDELOLW\RIDJLYHQDSSOLFDWLRQEHLQJPDOLFLRXVLVIRXQGJUHDWHUWKDQWKHSUREDELOLW\RIEHLQJ
EHQLJQWKHQWKDWDSSOLFDWLRQLVGHFODUHGDVPDOLFLRXVHOVHEHQLJQ
3.5. Removal of malicious apps 
7KLVPRGXOHVLPSO\SUHVHQWVDXVHUZLWKDOLVWRIPDOLFLRXVDSSVLGHQWLILHGGXULQJFODVVLILFDWLRQVWDJH,WDOORZV
WKHXVHUWRSURYLGHLQSXWDERXWWKHGHFLVLRQWRGHOHWHWKHDSSIURPWKHSKRQHRUWRUHWDLQLW
,PSOHPHQWDWLRQ
7KHSURSRVHGV\VWHPLVFXUUHQWO\LPSOHPHQWHGIRUWKH$QGURLGYHUVLRQ-HOO\%HDQDQGLVGHYHORSHGXVLQJ
-DYDSURJUDPPLQJ ODQJXDJH7KHHQWLUHGHYHORSPHQW HQYLURQPHQW LV VHWXSXVLQJ$QGURLG6'. -HOO\%HDQ
$QGURLG 'HYHORSPHQW 7RROV $'7 YHUVLRQ  DQG WKH (FOLSVH ,'( IRU -DYD (( 'HYHORSHUV DQG WHVWHG RQ
%OXH6WDFNV$SSV3OD\HU$QGURLG64/LWHKDVEHHQXVHGWRFDUU\RXWGDWDEDVHKDQGOLQJWDVN7KHIROORZLQJVDPSOHV
RI PDOLFLRXV DSSOLFDWLRQV DUH XVHG IRU WHVWLQJ 'RJ:DU 7URMDQ ,&DOHQGDU 3UHPLXP 606 DQG 6XSHU6ROR
'URLG'UHDP>@
'RJ:DULVD63$07URMDQWKDWVHQGV606PHVVDJHVWRDOOFRQWDFWVIRXQGRQDGHYLFH>@,&DOHQGDUVHQGVD
606 PHVVDJH WR VXEVFULEH WKH XVHU WR D SUHPLXPUDWH 606 VHUYLFH LQ &KLQD ZLWKRXW WKHLU DXWKRUL]DWLRQ RU
NQRZOHGJHDQGEORFNVDQ\LQFRPLQJGHOLYHU\UHSRUWVIURPWKHQXPEHUVRWKDWWKHYLFWLPGRHVQRWJHWDQ\UHVSRQVH
UHJDUGLQJ WKH 606 WKDW WKH DSSOLFDWLRQ VHQGV LQ WKH EDFNJURXQG >@ 6XSHU6ROR LV D 7URMDQ WKDW OHYHUDJHV URRW
H[SORLWV WR JDLQ WKH FRQWURO RI WKH GHYLFH >@ 7ZRPRUH VDPSOH DQGURLG DSSV VXFK DV 6DPSOH$QGURLG$SS DQG
6DPSOH0DOZDUH$SSDUHDOVRFUHDWHGDQGWUHDWHGDVPDOLFLRXV
5HVXOWV
:HKDYHREWDLQHGWKHIROORZLQJUHVXOWVIURPRXULPSOHPHQWHGV\VWHP

x 7KH0DLQ,QWHUIDFHRIRXULPSOHPHQWHGV\VWHPLVVKRZQLQ)LJDQGDOLVWRIDOOWKHDSSOLFDWLRQVWKDWDUH
LQVWDOOHG RQ WKH GHYLFH LV VKRZQ LQ )LJ  7KH SHUPLVVLRQV UHTXHVWHG E\ HYHU\ DSSOLFDWLRQV DUH DOVR
H[WUDFWHGDQGWKHQWKHDSSOLFDWLRQVDUHDVVLJQHGWRDSDUWLFXODUFOXVWHUXVLQJNPHDQV
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)LJ0DLQ,QWHUIDFHRI$QGURLG$SSOLFDWLRQ$QDO\]HU
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)LJ/LVWRI,QVWDOOHG$SSOLFDWLRQV
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x $IWHU FOLFNLQJ RQ D SDUWLFXODU DSSOLFDWLRQ RQ WKH OLVW WKH LQIRUPDWLRQ VXFK DV WKH QDPH RI DQ DSSOLFDWLRQ
SDFNDJH QDPH YHUVLRQ IHDWXUHV SHUPLVVLRQV LQVWDOOHG SDWK UHTXLUHG YHUVLRQ HWF DUH GLVSOD\HG DV VKRZQ LQ
)LJ
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)LJ$SSOLFDWLRQ¶V,QIRUPDWLRQRI6DIH&OXVWHU
)LJ$SSOLFDWLRQ¶V,QIRUPDWLRQRI&OXVWHU
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x 7KHFOXVWHUWRZKLFKDQDSSOLFDWLRQEHORQJVLVDOVRIODJJHGWKURXJKDPHVVDJH7KHDSSOLFDWLRQ¶VLQIRUPDWLRQRI
&OXVWHU DQG6DIH&OXVWHU DUH VKRZQ LQ)LJDQG)LJ$ OLVW RI DOO WKH DSSOLFDWLRQV WKDW DUH IRXQG WREH
PDOLFLRXVDQGDPHVVDJHLQGLFDWLQJWKHQXPEHURIPDOLFLRXVDSSVIRXQGDUHVKRZQLQ)LJ
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)LJ/LVWRI0DOLFLRXV$SSOLFDWLRQV
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)LJ5HPRYDORI0DOLFLRXV$SSOLFDWLRQ
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x $IWHU FOLFNLQJ RQ D SDUWLFXODU DSSOLFDWLRQ IURP WKH OLVW D ZDUQLQJ PHVVDJH LV SRSSHG XS DVNLQJ IRU XVHU¶V
GHFLVLRQWRUHPRYHLWDVVKRZQLQ)LJ,IXVHUFOLFNVRQ\HVWKHQWKHVHOHFWHGDSSOLFDWLRQZLOOEHXQLQVWDOOHG
&RPSDUDWLYH6WXG\
,QWKLVVHFWLRQDFRPSDULVRQRIRXUV\VWHPZLWKH[LVWLQJDQWLYLUXVV\VWHPVLVVKRZQLQ7DEOH:HLGHQWLILHG
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6U1R 0DOZDUHV $YDVW0F$IHH /RRNRXW .DUVSHUVN\ $QGURLG$SSOLFDWLRQ$QDO\]HU
 6XSHU6ROR 9 9 9 9
 'RJZDU 9 8 9 9
 ,&DOHQGDU 9 9 8 9
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